








ADCPS a2101€G TPI° A 180N hS AMA T°79° GR1F 0798 N AL PTIRM-AT P aPLEPTT N&UL-1% DRI°
hA7AL7 AP0 h7ReDF (L10F NDCPS £9795° 04,98 AF°°rF 91T T PULTFASG NPT POAET T 04,98
AFPT°rT FTTF ACNEAIDIP: U-(+9° SCOPPA-TIL QU LULIET WG PATALT A1 NeTF DCPS et
POALNFD AG/DRI° 013 Gavit (\FF QP +914PTF TITTH AV FAUF D OHRLTE PhOTEH5 APGOS PPTT P10
700, ATNT RIPCT WG OALT NAGAT AP@-NF (opt out) 9°7 4R LLA4T aortd A7 1INV D- 09,0408
PDCPS PhnhtCzh P09 HCHC (inventory) (U@« $DCPS LUL-1R AL PPLN@-TE LTIt TN DL ADALT
P#COA: Anon-COPPA 7M. AU £UL-12T7 AS WIANCFTTE ORI° 9775 ®-9° (COPPA-FIIL £VL-12TFT AT
RINCATT APmPP®: LAANT 090 0028 A78.0000 ANPS0T 0327 D13 oot (T PUr T916PF7 $DCPS
WAt P T AtIISPT oGP heTegox

4. MUYt 6.9L7 avdMMC (Access Control)

DCPS PLUTHF TN PAD- 09975 4.9L RPTC ACIPLPTT PIL.OONLD-E p-x9° 1L PP10- 3 FOCH AT
FNFALT 09917 6.9 AU-9® DCPS +mPTLPTF QL U323 A ET AS .98 C0NFD- 1S 00T 4.Mé
GCFO« ANAD- 279,100 117 SAE ATINONT (lock out) 1@< DCPS e+914PF7 00977 &.9LF A28 DCPS
2F@OCHT PDCPS A920 AN@7PTi AG PDCPS &8 PAFD- ATANATT? ATLPhGA £28 AT TIUCT (T DEYP
AQTTIS TPE aowlt WILTLNTAD- LavSATFPA:

o toCh (Network): U-te9® +914PF 0090 TINaPHILLLTT AG LULATC BAFTT LANTFD9I°: hpre-K3
Po HTIGPT KG KON 205 hGA PTLTT H916PTE FFPUCT Ok ©THOm —A7L: OF (generic) aPLLPT
(logins)? Aundar & Fde LIPGA: 315 WA AT NHLE AL P To16P T Aava0t (log in) ATTLL:
PL-AF DY 09N TINCEPTT WG PTLATC RACTT (passwords) aPme9° AAGVTFD-::

e A% (Email): 95 h&A AS hH.E NAL P +914PF: 048 A P hCAFFO<7 N-an v
hnGPe (744 PDCPS PA%A ANOPHF LAMTFPA=

o TN\NFPTF (Applications): DCPS (@1 £LE 498 £TF ATANASTT? Av-(9° PDCPS Wittt hG

FOPTF WPS.mbar. av 1l CAMA: WS PUITTR 4.PE PTLAMD: AL Ol PALIFF@®- @
ATTEPTF PTIT T 4.8 0TLAMD- (FIPUCT (WE AS ANTTISPT TP 10+

5. P9LATC AT (Passwords)

?DCPS +m$T1LPTF Nav-tei ML +IPVCH (Lt hIPTOFCT: B HOCHT: AG PATALT aP1A1P HE (L0 (logging)?
(IDCPS ¢79.07C #AG (password) aPad.CHF hAA AC P10 aomPd® LALAITFPA: +mPTLPT TLNTC RAGTF DY
(password) NtuA IC 91941 4,98 PALATFD- hG e7.ATC BACTT (password) @RI° AA P91 a8 PFT 01, m ks
PATLA TIF3ALET (email scams) ATINDIL: OHFADT TrPE 7184 LIVTFPA:

ethahe MICTFY Paomeg® POV D tOCh T T 1R0PTFT OLI° PAND TP avAlH AT &TFAA:
6969 PARE OSANT ATTI6PET (AT AC%T AG/ORIP 0h° ACTPEPTT L7Le0aN T P10<F A+®AT LH
av 87 DL WG NOTEATTE aPhan? LendPe-A::

6. PATART QUTIT NPT LB A BT AT A2NCANS T (Cybersecurity)

DCPS AT916PT Gavd® 08830 RATF hG PAINLT LUTHE TP TPUCHTT LaMA: 244, 00t (DC
Government)? 4.0, PT@- ¢ENTAE, (L AA0AMT (DC Office of the Chief Technology Officer) hAG/@g9°
DCPS: hagNChtet @RI° +LIr e ConT IC PoLAM: TbMS NAMTP T werd G T A19.00% emed
LA AAMTPET LROT mA® ATIMGPP AAGPFAT P01 ACYT avdssy ACIPEPT (progressive discipline)
ALantd e TAd:

the collection and use of the child's personal information without consenting to disclosure of his or her personal
information to third parties.

3More information about complying with COPPA is available from the Federal Trade Commission here:
https://www.ftc.gov/tips-advice/business-center/guidance/complying-coppa-frequently-asked-questions.
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C. +hNE, (hPTO-HCTY ATRZ T FAATT R 9°C)
1. e4000 AC43 (Device Support)

DCPS avw( 3@ o't favery7 (installation)? £79$5NC (synchronization): A P& TRC ACSF7 DCPS-AtOM-
PRANTCLh PAgePT LAMA: ALY LALOT: CAGTRC A%N AT TTTALPTT AdverT hG/DRI° AdS h9™ T+ Sme
(inventory) A.AAF Nev2N5 v-23~ hDCPS &F@Ch OC o157 AAF@-: v-e9® hDCPS-Ataa- PhthihCzh
aveig P T (17Lmg DRI NULNLE L LOFPL hmPPIPT AoPhAhA A.L0TA 1TLATC RAF (Password)
tm0d a7 AAFD-:

2. &t ALLCHT aPPét WG av( P

wet T ADCPS BhSACE. 39777 AT S AS VEANTTTE NN AL ATLLCH: T PTE Tédat DRI° ACHT
PNTET 01N PALTE AAVF®-: PFATTIE PPAALPT PTLIP5 T T1C 17 MATHY F ALONF A71L:
e ¢DCPS thSHeB. P17 N-Hihchs @LI° AA (F oo+ Nav-pti NCE ORI° NACTOT 9°n7eT
ot WIRLCANT T1&L:
o aomMFT MRIP PPN 199NN 8T TILLNE DLI°
e ?DCPS thGAeEr NF®<7 NTInPart ML TNF NAAD: NF (oD A18NLP T8l

L0007 N8 harpde R9° Nav(Zd AaPhANAT +916PTF T P17 ACIE V- aP@-02: AAVFD-:: +a94PT
ALLOWE T8 PTLLLIM- P ACY T JPATTE PDCPS 1 ACHT L0 AT ZAL0PTT avhrth vt LOASA:
TYYED-ge 1L.ALNTF AL 099229 TOTE TTISPE (994 Phed NPT AL AT av712F T 1aoMmPI® WG U-79°
ANCAL PP PAR TIPUCT DLI° PATANHG R7% +996PTF AIAINFT7 PDCPS L6807 NovmP9® ALTT
PILFAVFDY WeAT Ate-HaD 0Pt A LAM-PFD- ST AN

PDCPS ENTH°E, N7Lm4: N9LALPT ORI® 14T NTLLCANT OPF: T PULPT DEL-+ ADCPS wets amP
ANVF®-:: DCPS Mé4@<7 T4t ATITTF AT 2080 CEHDT T175039° avlG (VT rE Ai&tam0P ATILI1T
TULDF ACIPEPT -t LOAJA: DCPS? £0F apmdL.e (¢ FBCT (location tracking software) 1400 AL
T0TIetT (aPPLTE WI8mE ORI® RILANLP PHmdar®-7 SAL0 ATITTT LmPIPNFdz:

3. AW AACE (Overnight) @e9° N0 @< (At-Home) (1 1o16PTF aomebg®

PDCPS +PUCT b wertdT Al AT (overnight) @e9° (0F @-AT (at-home) aom$oLe ¢o1.U77 PDCPS
LAL0T7 NFINNG ORI NFINNG FONG (6U-G PILLLINT .98 APTF AFTISPT avdt h@T g QU7
901t PTEOLI® 498 N7 LAt L TEOav eoLnFHAD- eDCPS wirtd NPT e aPaL.CPF ACE
OToPT PLE IO ARt TOP £729% (Protection of Student Digital Privacy Act. %) OC 7 @ity
TP AN

D. Ohéft (Conduct) AS +NL1 CAD- aP$aLe

?DCPS T@Ch hG $DCPS HhTAE? Ne°Mm$g: wirt PTG +o16PTF v-t19° 250, a0k (DC Government)?
P40, PTO- ENTHE, (LEC 1AGAMT (DC Office of the Chief Technology Officer) A5 DCPS £70F7%¢
Z0APTYE AG avav 0P F7 Aot FATIFOTPA: Wt P T AADON AmFPI® OLI° OTERhAT aen(Fys
AAQTIISPTE A0 ANTFD- SALPTE AATSLCTE 0RI° ATIONAR (L.C Wit ST 08 LD- - hAIO AmPPaoy
ORI TAETY W18O% 47°CT T84 hAOTF D

+mPTLP T DCPS proch @R9° eDCPS HNFAE 7 APHCet T1TTHE A rte-s(intranet) eHNC aowisePTF
(collaboration tools)? ¢8:9°A (bulk) @v19% aPA5e7 TIYNEE 188 DLI° ATTA ATPMPIP: ATPPGTE AT D4 E
ATAeL: AT12:4 (upload)? ATPAM&: T3A (mail)f 9740: TnbarT ORI AA TIATANLS aPTILTE (19775 D-9°
LHTE a0165 @e9° avl B AT P01 NAATFD- aonPPT IC (1 HEPH PmPbI® AL TP

4 Specifically, DC Code § 38-831.03(a).
5 More information about filing reports and complaints is available Section V.
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=

10.
11.

12.
13.
14.
15.

16.

17.

18.

19.
20.

21.

22.
23.

24.
25.
26.

27.
28.

29.

TAF PANTE aPTHTHT TINEL-CoTE ATETT ORIP AT° TIPéet -3

AR04 MRI® (IHCE NPAIPE N7LTIT T MNP AgPM i (1837 10£L: NINF v-3F (1910 ARTIP 1833
2P havAnnt: 183 avAP DRI A1AARE NLTHAN U-33F NLTHAN PALIETE (19paqsP NP F: N7 Ath
Aooaivt: PHC Aoe) avZB: TR QL 9757 OO0 @0 QA @FTEA AL NAQ PPy
U3 NaPFLe mR9° 17912 N ANLLT PAAN MLI° PAAND- PN TN ANA aPP? — (N - T vt
NOANP TP H: @LI° NTIALLE — AIHUT Ut aPwlt N99:4° NAD- AR ALAP TI8LE

TYEDII° POTEAN TéTT TULEC OLIC TINGST DRI° AL LT TT1AATE (19TTT D9 (1S AL
OPA 9 ACE PU.S. PANL BPTC T @RY° PU.S. T+ 27918 099% (trademark) @29 0P,

a1 AT (copyright) 17 eRIPC NAIPIIP <1003

TYED-gP 2,06 MRI® ADAA @7 (pornographic) A0t eTL@A? PoLh A7 RIPCE TIC 17
(U NF Ae0a7 TINFAAGT TID-0F OLI° De-8% 2967 MEI° POANP “10d LHT PNFDY 1ICT
PIAPT TPI° AL ATIPC aP(1é-T DRI avIqE

vE? A48 0900 PN T ORI ANAPR TS ATILLNE MRIC MRIP AdPTHTHE ATINE.L-dt
OL9° AA CINANT AL N9I0N aPlEPTFT NTIHIE T ATT1aaF OLI° ATIOC-6nt aP9PnCE

qAeLt HCHT PCA (trojan horse)? &719°BC (ransomware) @LI° AA 4T PoLe0NTN SHAT PATF@-
ORI YN AHA D& av@:

270 724 (junk mail)? 0.7 (phishing) 0,7°9° (spam) @RI §PL: LANTFOT A ThheT ATT0Lent T :
PIPIFD-G° PAA hIPT.MHC DRI° H@Ch PV TNFT apMy OLI° PAHEPL PTITT T HET DRYIP
TGO VT TP ACIPEPTT PNE HE avhg- N1 “11aat:

PAA PDCPS 3TOCH oL RO 7 20T ORI° eavlE AN (data) @O a0 OR9°

G- LA FTFO7: PavlB (AT (data) ORI° PTLATC RAETT (passwords) aP (s

TPYEDII° (L DT PA MLI° PO+ ADF SCE-FTE 19187 DRI AA AnAT AP P77 E

(IDCPS 2@Ch @R.9° thGTheE, ALE NTO-GET TIMMAT PLUTrF TNFD- AL ALDT av&m( DLI°
NAPT L99° FPTrET ORI° PAMNSG NIDITET TINEL-dtE

?DCPS z+och? @L9° thTAeE T AaemPP® &L PAD- +m P, avhhhd:

?DCPS thSAes 7 @e9° ¢DC s H@Ch? 28 hAFD- (1AL (T v-37 T9TT+H:

®f DCPS 251®Ch H&? QAL PL -5 MLI° MIOT (W1 U5 M+ aoMPI°:

T AMLP ORI° SCEFP QP avlEPTTE 0194 LavHIN avlBT IPCE NALP L DL FhhAT PN
ACTPEPTF ALOAS AAAE aPAmT?

NALTE AR P7LFe 04998 avlEPTTE MLAEPTT AG €A77 NAG e ORI +hhAT PPNy
ACIPEPT ALMA% AAAE aPm Tt OLI° TINFAAG:

AATTIEPT 0RI° DCPS wertd? TLAMLP PP P8P TE 08.AL hl7E PLfld\ ch17E LINFYE 77O
mP,g° avav @ (|ava|(y 99 s

PDCPS ATLA ALCAPTT ORI TINLo8, HCHETT LUTT 77 A0 ©RI° AA eDCPS ZA.ALF7 N9 70
YN YA

TYGEDGP G0, 1 D-CCLT DRI° RTICT TV, ORIP AT

FPL POANTD PFPT (games): TEARITE 4-00°T7 Phthheh T18.07 AG/DLI° ANF D+ PHav
ATANASTTYE ADCPS 2Hoch AL AL ALTC LT e TICT NAPHCET TI0-M T TI0L6h ot SOl
@92 kG aomP9°:

FPL (ALAD (775 O 47  eEnt S0t (raffles) @LI° e17HA “100ANLPT7 (fundraisers)
TAFPOP DRIC avhg A :

MVN&F 27104 70t (partisan political) A7PAPLAPT @-OTF (9775 O9° Ui TUFPOP OLI® avhgA:
Nt 7 Ath @RI° P9°Cem, AIPOPALT OC ATErE LAD- TNC DRI AA LCE-PT7 PoLDhA
+PMET TG D-g° avy1e: Tt POP ME,I° avhd A

N9 79187 PELOR MRI° AA ATPAPOALTT NP TIHA TGt avATq it

AAMA NPT, PTLATC RAETT (passwords) ORI LRUTTF TN HE aPLET AATEPL U3 TI0lenTE
(DCPS z+oCh @RI° Y75 M9° TIPUCT bk H&PTF AL 01T PavB A-NO (data) ARE NO-GF:
Navthi; MPE9° &, P PATT AT 998407 avgn,avC MRIP TPt

(DCPS #F@Cch AL PTLTT PavlE O-NON7 (data) AN TPI° TITTT ORI° aoMmPgo:

NPL9.L NCOHO aPIPVG AG PHTISD DABAAST. POUE 4,98 NATT (vHPCE hACY T HPUCHE ORI
OV OF-206 0990777 NHPUCT @-6n, ATPAPAPT IC ATFIT PAATO- TT7GED-9° R7b 0, DLYIP
NYEYE PO MP.IP avd-t6i:

4.9L 0AD (GTBC MLI° PONTS DTF PAININCT HET aPeBY: Sl 9727 DRI avmepgP:
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30. PHAP PENTAEE ATANA? @R9° ¢ DCPS 2+@Ch HE AL NARTT 91047 2710101 PAM FPI° DN\
apM(\:

31. eHPUCt LT @RI PLET FhhATS ACS%T PPH PANC-C HET ATIDh ao(\lots

32. Yh (9124 (hacking) (0AAI$4-RrT OMMIOTIE ORI° hALFPL avi(t avFh) ®L DCPS &taoch
N0t PAAHE.PL a0l 7 MRI° 0avl B LUT T H&P T NAPI® ATThie avhd.i:

33. P992.4.0° PO ThiLE L QALY U-2F aP1AATE OLNT PULIOH PANTT TI0L6n T DLI° AA
POAA ATPOPOPTT IPCE LT PAAD- PDAAN QUG T900FE DRI°

34, DI (LY 7L ORI° (1A TI75@-9° ¢DCPS 7 A AL HhAhA 1PN7 aemh::

E. 1996 QU6 (Conduct) AS €204 1 hnP+e®

U-g° FIIGPTG WAL (109a0k 4914 BNTACE, hG 5TOCh 0PA&TF o™ OFP°rET (1994 (30L& T
ParmPg® AF°I°1H): (A0S (Appendix) AL PTLTTM-7 aP4.L9° AAVTFD-: 1916 (PALTT faPmPbdI® (I°IOrH:
+a946PF ¢DCPS thSAeL s @L9° PDCPS 2 +@Ch? N99.07F LH? ParmeaLe »ALTHTS PHhah
A1POPOPTT HCHZA:: TPPUCT (AT ENT NS, aval(),@/avm-s8y, 1. LAF77 NHCHC PoLlivtdei P+AP EhTAS,
IC ATErE PAD- OFIPUCT (LT WS P0e- av8Al RULme Pt hG SFPVCT Ok PP L70FT Pl mbyr:
Pe-(t PP OFIPUCT (L aPAP PUPT AFPIPIPTT TSP T AG DAZT W18.4.007 LmBd SIPGA:

ALV £30F Aaetd AA@PFA: IDCPS 1994 201 NC%T L70F A ZA0PT AC L9LmP(r AG T9916PE (1914
PhGEA NPT ALT AT1e5 a712F 7 (9o MPI° hG U-k79° ANdAL PP AR TIPUCT DRIP PATINHG £7%
+aPTF RINCTYE PDCPS 2 h@Ch @L9° eDCPS EhTACE T TITTHT AT i Ate-HoP L ALANTFD- LFAN:
NA7878: U-33PF: P QUG POTBAT TATT ALTEHI® ST SUPTA:

F. 9?94 *18.2 ehAhCLha 8aeaT

PTaIGPT 094 PhATCINA 2a0NTT oMY avgp i ADCPS AG P40 NLC PPTD- PENTACE, (9P
(D.C. Office of the Chief Technology Officer (OCTO): ZA.0PT avwisti CON aPPY4 (&-AF D LT.00 T
LUPSA: DCPS e1o94P7F7 094 Phtul A 2.000T 2aoMT7 AG PRV TN 099847 VAL PAANT AG
L4 OLI° (LALEI® I°U9° SALTE LANTFIP:: PDCPS wetd T 29 LhiiCLhO L.ae0FF D7 AaPmPI® fmPE
+a6PFY eENLhA ACSF et @L9° (DCPS poch @e9® IDCPS L4807 AL P1A T19.9 A7 Fo-7
ATLETT A91£4 ALMNPAFD-9P: hHY OFTF 0A@- hed (HIARD- aow it AT (irt$CE $DCPS s Hoch?
N7L.meav LHE DCPS N4 thihtCzhi £ae0TF AL PRUTTT NP ACIEPTT ATINLAI® ALNA AT PDCPS
Z00PTFT (P OHTT S ALNT APL.01% PLCIA:

G. P99 2910 718,92 ANODFT G ChihiCzha 2a8.0T SIARHT
1. QA% s NPTIUCT Lk 0K 01996 29 PAANTCLhA 200G 91.9.0 Ao rF 7A0PT

Con ao9PYL7E AA FIPUCT Ok 01974 094 Pht i FCZh 2080 AT 9190 ANOPF A0 AFII6PT A LHONT
N0U-§ TADP AAWCFD-:: CON aPIPYLTY: LUT aPOd ZALAPTFT N9T1FD-9° LG 19775 D90 o720+  avdPC 0o F v
(LIP7E o700l ADm+ (S AL NaPPA (LN NATE: 7 (4t ATII6PT AG OAST 10U-§ TIADP AANVFD-:

2. AMPAL PN T8 AND PTG OIS PhADTC LN LALNT AT

Nhed IV.G.3 1060+ APTF PA v-33 MALLA NAFPCE DCPS (HTI6@+ MRI° LMLL+ +994M- ALE PO NCo%T
ACIPE? P990LCE PAGPaPHI1E ATINIOT aPhAhAT @RI° (NCYT FIPUCT DLI° NTIPUCT D6h, ATLh%4
ATPAFOAPT DA AP8LNLA TPNANAT RIPCT FIID- DRIP PDLLA TTISD TNt AT L 4.FLT
OAALPT ACIPE ALMALTI® MLI° WCIPE AaP@-AL: APLNE.L-C-9P:

o 19187 PN 1AL ATt MRIP PN FhTAE, 8007 AgPhd s AgPmPd® PULLINNE oMb
ag° (username)? PTLATC RAF (password) @RI AA PAND-TT 794019777 hAAE: oPamet:

o FI4T A T14.L ANDTTT ORI A EhT A8, 2007 (VT (W o1 PPt wertd W17
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(AND7E OLI° (1200 OOT LAD-T PavlE (N0 (data): FFIPUCT (Lt Hbaiogy PP wetg
K.\ TO TINFN:

o PHIILMT PN 9190 WD MRIC OHIISMT 9N FNT R, 40807 h18.aoAnE APTT OLHCHS
ao(R,aPCq Wa.mPav avgp i meI°

o NHIm- 09N 7188 AND<FT ORI A ENTHCE, 4.a0° IC ATTIrE PADT NP AdiaomT
(privacy settings) aofC::

DCPS @@9° $DCPS weis's fapmeale (19° (username): P7LATC #AF (password) @LI° AA PAND- 7T
UL, aNILTE (TGO ORI° PDLET TUISD- RN TLEL DT OLIC 90 EhTHCE, £en
AT IOTYE (AAD- aP 71 ALAND- NTTE DCPS AG/@RI° PDCPS wets eo1ntA®-7 PRCIA:

o PFIILDTY DRIC PDLLA FIISDT 098,09 A@Tt DRIP PN FNT AR, L.a00 TmPI° aolBP Ty
ATITT T hemPIeIo:

o aolBPEY NTTIIC IC h@IEIPF WG

o  M4LMr MRI® Ah AL tPNNE’ avlED) T)phts

NHY hed: eoLhtat DCPS? 9°79° ALhahAm-9o:
o ANTTIED- MRI° LWLL T TaI6Mm-3 1FAK T StPaom avl By 9T i
o A+ LI WLLA TUILDT NCIA TLALE WD TE MRIP FhT AL, 4.aLn: To0LP NP chp T
®e,9° DCPS ZA.APT: IC 1M APPyE N7 AL aPALCE OC ANE 9128 TEET TIPLNT
thtte: PO BHETT NG PLTTE A T9.09¢- aomPd:
o TG ORIC DLLA IILDT POl TLAE ANDTE MRIP eENTACE, L.aenT (FPUCT O A%t
oe,9° (IHPUCT (LT L @OT APA A75LMPI° MRI° A 180T aPhdhd?

e PDCPS zt@Ch AmF+° AL TN T4 ORI°
e g DCPS zt@ch @29° DCPS HhTAEE PAD-T 014 0717 h&AT ot ORI (1A TPAC:

3. 094 TL4.L ANOPRT WG 0414 ChnnTCLh £ae0T AR AL (AR U331 T P70

PDCPS Wit P+a14m<7 091N 91.8.8 An@-7t @LI° 294 thTNeE, 80807 ALt I &TAd @LI° nHa14m- P9
74,9 KO TF ORI 094 FNTACE, 4,080 AT PavlF A-0AN7 (data) ATLLPCA +T14m-7 A.LA1LL P FAD-
N“Lotat vtk vsFPT SPGA

a. Z'\\7 avf

PDCPS wets e+a94m<7 P 198 A@<7t MRI° P94 HhTAE, 20007 ALAT & TAd LI NtHI1sm- 90
4.9 KO TF ORI P94 FNTACE, 4,080 AT PavlE A-NAN7 (data) ATLLPCA +TI4@7 A.LA1LL LT FAD
+aED PN T8 ANDTF ORIC PN ENTNE, L.ALNT +mPT° @LIP 1avmPdP: PDCPS 7" AT AgPMA ATH
LY LCT KW&CAA 2714 PDCPS wetGm- (. PP TCMé NAD- AT P90 719.9 A@-7 OLI° P90 HhT 8,
20007 Atndmi® AT ARG PTLPE SHATFT GHA N7LA 10, 0P TCMS hA LIPGA:

FHAD7 ORI° ANIBE (W1 U3 +916@- 20l (K7 (data) A74.0PCA £91£49 70+ hoThe @7 Né-F: $DCPS
wetd ot 71841 ANV

6 DC Code § 38-831.04(a).
7 DC Code § 38-831.04(b).
s DC Code § 38-831.04(e).
9 DC Code § 38-831.04(c)(1)(A).
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o GFAMT ORI WHLPCM TILLATE L1AAD-T ULYE PADT PCME aPav I AT
o G MRI° (ANTEE U3 aPLA PILND-7 Pavl % (1A (data) ORI° SHAT MRI° +a74m- +12
a9pl N0 0INDT PENLMLDT PATE AFTI6DT WS PTTIEDT OAB/AAS, PAD-PA =

LUT T0FOEL NeomO0P AL APAT PPLaP- TN FDEP Por e LHD- 48 A% T NANAM AT 294 EhTHE, 2020
Ot+m0¢ ¢DCPS T4+ @-0T hribarms (PLav- TN 3O Lo LHO O-OT TP AL NAPA NFT a0l EPT
ARL0LH AgPhANAE DCPS P1994@7 20 HhTAeE, 20L07 A.OALD- L Ad:

PEFAD- OLI° (ANI8S U3 T1PLA U3 @ AONT LTLTAD favlg ANO+ (data) hhTTOF Aha<7T ogg®
neagn g rak Hheo-CAFA +Noe tndmlOt 24080 SHAT 09920198 PANCTT ATITT T ALOAT T779°
AO- ALOHT ALD6F ORI° PavlB ANNNTT (data) TINFAAE PTILTAD- hHY &0 @RI° (ANTSE s T1PLA
N LI PAT TCMG OC T NALAD- U= 3 §4+AD-72 hiaa SIPGA:

b. 0¥CN Ahat P9LFA ehe@T ORI 2RYT T OOT

PDCPS wets's (PCAN ANAT PTLTFA She@T @LI° 2RUT T 00T hA JPAT epAmt ANdAL PS tT7e
PHII6D7 PN PI1LE.L WD TET MLI° PN FNTAE, 8007 a4 A0 ORI° NHII5D- 9N P71.48.8 A7k @LI°
P PENTACE, 8000 AL A.OAL STAN:

PITVG D90 G (Gt PTLONID DEIP AA118E NP1 -3 PTIPLA PTG DIND-: (LY %48k v-33 AG DCPS?
P& MEI° NANTSE U3 T9PLANT OFMePOT 172 AT OAT ATTILD- A ATOI4D OABTE GHAD<F AG
a8 My TR AL AINTT FhhAF @7 A2F NXU-§ HCHE avelnss, LAMA:

V. Z'00.@7 ATINE.AI° PTLLAT dPNLCoAT

Ue9° ©DCPS +9148PF hG Wit  (HY OFPLAD 7700, PALCAT a1 AAVTFD-:: AL ARIPT ATITH h19.45¢
Wt 0o MNEOVFOT ATPASALPT AG P9TNGOF LHETTE CON aPIPULT 9900k TIADP SMOPATFPA: LU
700, ATINZAIP TINGNSE PTLP I NTI0NAP aPSNMAP Lk ATTO 1 PoL %L+ avNF Pav 8 AN (data)
IoCav L PFE 0LNCL PPANPTE NAC oWt PAD-T A18F avavCav(: hG \FPF7 ao (VT (W78 ANLALIE)
LhGOSA: U7 PP (framework): (1,9¢- PME OP1 “TAGLPFT hG PAPFHH L71.nANA HE? aP170 7
AITLFA ATILITT LLAA: BAG PP aPavs 06 K87 NP PRPTE NAAMS DLI° NTINLAT° IC ATITT T hd.AT:
ANhPF7 deps.dc.gov &40F

DCPS Af797% 19967 N& VT (AP v-237 NFIAK T AS PN ATTINIA PN T0HA: ATTTEDI° AT
OR.9° (IHY avavs@ AL, e+nAt PORTT 87°CF A4 LUT P& lavav-At: Online Referral Form AG @&,
dcps.cio@dc.gov A9%A NavAh: ehe Tt PS VA&7 (Chief Integrity Officer) £1,9914.x

VI. A0¢ (Appendix)
PILPPADT 1% LaPAlVE: 4914 FNTACET 0504 1T Pamebg® AgPgeyt-

10DC Code § 38-831.04(c)(1)(B).
11DC Code § 38-831.04(d).

12DC Code § 38-831.04(c)(1)(C)-(D).
13DC Code § 38-831.04(c)(2)(A).
14DC Code § 38-831.04(c)(2)(B)-(C).
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eHIPUCT 9ot 2020-21¢ 24914 FhS AR T (DAL Paombd® WF°IOrt

U-+9° ©DCPS +994PF: eDCPS hgPTO-+C17 AG Atet $DCPS £hGaes, (PDCPS avvis 8P+ “DCPS devices”) hG $DCPS
Am-3-¢. avlA1 (network)? AL T NANTTISPT hG 8DCPS w5t avavs @ avw it (171nHAD- v-3.3 aPmdd® AAVFD-;

?DCPS? a0 0P (devices) 174 v~ PaemOP ZAL T AN

PDCPS ao»4 2P F7 (199900117 AG N9INNCE AF8LOLP T7.PE 197849 AThAnOAU-:

PDCPS avvi g PP EY: AAGPL 0 WS AAGPavAN: PFIPUCT (L ET L0 AhvtAAu-:.

(IDCPS a4 0PE hbeALE AANAT® DLI° AAMMI®::

(IDCPS aovig PPE AL, AABGIPF NdA AANATCT DLI° AL 117 (stickers) AAA TGPz

hg @8 0= (rpaPn: ¢DCPS avvig PPET PavavhhF avhit (screen) (9P Lu7rE? AThahOAy-=

(IDCPS avvig PE pavavhnF aviipvt (screen) AL 19T A74L.LCN AALIRI® DRI° 911Fm-9° NOL 11C AANPIOTIO:
TenT14 0. 9P T (accessories) A7LE L Eo1%avss, (headphones): AF2AN Adhs 1 (stylus pens)? AG OCeT
(keyboards) AANATIZ::

?DCPS a4 2P -HNAN P @L9° N-HhNA 2772.04- hUPTE 08,00 AANTT16 DLI° Awl-Ts AOA 67°CT ALCIAU

ADCPS AM@<rk SALYT AT

Paom$a,e 1917 (username) LI TLAM.E-F g% 7 (password) 9779° IC AADE-IP:
067 O6bCAE U TP NG-8T A T19.PaPT (save) A& CLE AG AT 7E hS TEIF (log out) AOMAY-:

(A% ANOFT QA PTLLLT ATPAPALT U Ak N12ALTT hnf AU~
A @ W@ ET A7 MPI° Moo+ Q9P NONTE AANTHTISD% AiCl-AU-:

£DCPS? A@-3¢ o4l (network) NV P+md K247 ATPCAT SAL 1 AAT:

NANTTI8 8. PL DR E LUL-12TT7E (& TRETTE W77 (apps)? e04-@-0C +bTLPT7 (browser extensions)?

ORI @8 077 MRIP PavH, P hG PAAL §-L00TT CRIPC - TIITDIIP 040 G017 A1 TPAPM( run)? A0
(download)z? avse% (install) AALCg::

LA TTCET QHETE TIMELD W14 LALD- AT (LA CLUTTIT TP DT ®RI° PR THCo T SHT TIME D7

PPTC APTIovT (settings)? @LI° e TOCHh IC LTLTTO7 T175 019° K. rHCé.N (interfere) AapeeC 1aPPhC

A7 ATANATT? (applications) @R9° eNZ-D-ACTT TA-A.7 (browser plug-ins) GO AALCAI OLIP

AN T9O:

NANTTI4% (AR U5 NATLPLAT (OTPCE Naovi4PE @-0TF PUSB drives (GAT &¢-240 (flash drives): J9° &2
(thumb drives): 9T £:¢-20 (jump drive): 43 drth (data sticks)? @R9° QAT ATOFI° 099, 0RT7) AdeRI°CIPx:

£DCPS? h@-¢ avl-AL (network) Am PPl AL DALY AA-(1 Tz

PPAFT £ULOT00CET PANGTTE PNAS DLI° OANPTFT 184 PoL.AL 11CTTE avg.A9 (search)f hac Tj@-mt
(retrieve): T1aPart (save): TI0L6hT OLI° W19.36 hALCAIP:

AFIPUCT (bt PO T-28 1 AT NANTTIS 498 NATTOU- MFPCE N MC-aPASLPT DRI° M1DT 6ETE PONT?
mR,9° av G P Ty avg A9 (search for)f NAC TI0-Nt (retrieve): @InPart (save): “I0lch T OLI° W18, AALCAIP:
POING, (gang) MRI° P-&7 (crew) ATPAPAT NA AT ANAR 18T ATILLN NTINEL-6ETHE DRI NgPTD-HC? Yh
a98:£°1 (computer hacking) éR9°C? T1C 17 (HY F ALOATE “175D-9° 10T OLI° LOTEN hTPOP0 AL
Aaodt& $DCPS 2 H0CHh7 AdmPICIe::

NANTTIS DRI° Pw it G ANA DA APTLLINTE AT ATIPUCT Oé-F NFPUCT Ok FIPUCT 48 OC AT Tt

nAAD- (OHPC PATALT PP T7 (online games) AAne- 9Pz

PIIUNGP TL9.8PTF7 (social media)? ParAdht AZ7°F7 (messaging apps)? AG P27 av1,2148P 7 (group chats)?
NFPRUCT W AGPTF OC ATTIE DANFO AG NANTI10- €8 hAGm NtPC AdheT9P: LY PFacebooks
Twitter? Instagram? TikTok? Snapchat? WhatsApp? Kik: Telegram? 4G Tumblr sn9°C% 11C 17 N1V (F
AL.ON7 LIPTA:
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ORIL7 8PP MbaoD- £4k WG AeT? Wi8T KIRPANAE Al 5441 AdTx

OANRTTT 084 PTLIARE OO N2@<7 (pornographic)? 89 MRI° M-8 Ph1IIC R1LT 091474
TPYEDYIC PPANTTE LIPFTYE 0RIP AT T DRIP LA AT T ANLTCIPT AATEICT AAOLSRIP::
AT APT ALT PPAFT ONAT P91L. 74T APE-E DRIP ALAGP aPAdN-PT7 NavAh? 9994  DRIP 1aPAMG::
AANTATTIC ONO AALTCI? HF DRI° TINE.Ldt AALCAIO:

KL (1P°mPP° LH S PoPU} 2041 AT

ATSPOCAC 097007 AL AWA QD7 ao(1f NATALT AAPCANIC: LUIP TINTE Al €7 A0+ WP Th
AATT A0 NTLAT PAA AD<7 AND-THE AP ORIP 014G +mPoD: ATBA AANIP: AD-7H
ANLTCI® DRI° TTF D10 PATE PPAN OLI° LI°FTT AAATEIx

PAA (@~ PP 9P (login name) AG L7LATC aP9lLE (password) ADmPI°Ie::

AL PANT APT? T ATIROC DAL AT

PAA QD (17 IO U323 CFTTOF? AAMPO NaPMPI° AATNLANCIO:

NOANAE 2.8 AATTE PAA AD<T NPT (AFPANE PPE, ao(1F PAFD-)? aoZhe1TE avH P hG LATTT e d°C
QO ARALCAIO:

NALPL: CANTTISPTT DRIP (utoT +916PT QAT 07T 4LA-TT AATNYPE AAD- DA ORIP AAMm4-9P::
PAA A7 (- NNIPTO-HC araet laPAnE: ORI° AA +994 (NPTt AmPd® 0L2F ATT14T DRIP PwitG
AN AU Q@+ ANFO-PAU-E DIPT.OF4TI° AaPmPI° ALAD- 914 DA @k Ao (logged off)

amLPAU-::

Q9775 @9 1.1, ?DCPS Device @29° PDCPS network +mPo% (A L7? PPATLD- TIC U~ SHI°UCT (LT £HT

Thte AP PALTT AT

TEOI TICT APV Ok LV4-1%F . (wiki)F NAee (blog): @it (podcast)? 71N
99,88 AN@ 7t ORI° L7 L1 ALT NANTIIS DRI PALAS AOA .92 D, AANTEI
PV 610166 DRI (AP AT DLIP A TI7G D90 PN aPINBPET (IPCF 717G D-9°
EHoCET DRI PL90%: PBPTFT ANTEIC:

A 8.9 PITTI° €o010-6FF 129P0 Pl e T1CT 7 DRI L8P T AAHIBI® DMR.I° AATGIP::

£DCPS Device?: $20~F7 hG Ah@PPE7E DCPS AhST A287LTA +1HLAAY-

h7LANLALTE PDCPS Wit v-r79° NDCPS network AL ?79.7F @E,9° NDCPS Devices A2 A9.PavT
PTLLT 48T NTTTED-9° LH, P8 AT AG TIT T AU T L& F v~

AILLANEALTET 8DCPS witd (1914 P91.9.2 A7 MRIP avA 07 A 44T W8T AT 0RI° held 71.9.9
ANDrF @RI° avd s Pm- 0-(T PavZE ANAN NLIvEAT PRI ATEPCAN AMPP ATLIPTA +L&FAU-:

o ¢DCPS7? Z7ALL7 (APAME 97737 favhAhd 7 ALL) N19LT0 -2 AN@<TET DRI° avi LM<
APtmPIPn- ORI° AmPI° A7LINLE PDCPS wits L P TCMé NAD- DRI° And-rE DLI°
a4 M- T MLMD-T AT TINLE AAD- e rt1avt: 029°

o 0PCAN LH ANAT PTLTA PheOT DRI PLUTIT TINLL-é-T AL IPATE AP T ANLAT SUPGA::
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194 FhT AR, 7 NDAL T aomed® LOTCIO T T14,0158, P
+a9 S PT

21994 FhGAeE, AmPPI® AF°P1HT AHLAAD-E OLI° AA D A0 ANZLATA: PDCPS £.a80T? AG ¢DCPS
#HPCh? AOF°P1E HCHC AL MEMPAD- T aow it (PALTTE AP HOTIFOFNTU-: KIHU? hI DT
hat+hi-Ah< Chapter 257 éng°C? IDCPS P01 AC%T P TS ZAAPT AC ALANTA PTLTFAD? aoH 94T
aoPy¥5T PDCPS L0077 AS ?DCPS 2T@Ch 2997 T 120 ALLANT WILTLTA T4 &F v~ PDCPS L0007
@L,9° ¢DCPS 2H+OCh7E ATTIRMTE ATINLLC-TE AHFT ATIPANE ORI° AA AD- AL PAFT ATTIONLP TEI®
AL L@ NaANT ORI AA AT~ RZLTLMPPNT NTIHANTY: QU7 AANTI4 ORI° Swe-15-ROA &7°CT
A8LCO WILPPNCH T ATTHLAAU: PPLANT 67°CT NTIATC A2LTLOHT AT 47°CF 91241 ALCh

LI FADT T 0PN T 17 DCPS (VFOINVT A2291PAL D~ HTTHLAAU-= $DCPS ATAT (laptop)?
APOAS NSHF 1 AOALT PTLNFA-T79° Al 296mpS TNTITERAU~:

1. ATHF (The laptop)? DCPS 1 PUPIG PHIPUCT avavs e G AQCST FIPUCT TTNEE YT F AdomebI®: AG
(IDCPS P1994G wets ENTAeES stoch +P0e 1t PAD AmPPI® 7M. aPwlti @+ eHam™ 1@-: 12016
PHISPT 098,30 PN LUTHE TP £71 (Protecting Students Digital Privacy Act of 2016) Nevh-+AF DCPS?
PAT-E? (the laptop) Par8 ANANT7T (data) PoLANAN AG AmPPar<? LENMi-d =

2. ATHF the laptop) 0@+ AL A18AF (VAT @RI° 1PT N8 02401 ACTPEPT NTLLCA NATHT
IC (LI 9175 @079 0990M1G hG PP T AL PALYE AT

3. IDCPS N9.meP0+ L1 ATHT (laptop) aPavAn AANF: U7 8080 AT&aPAd NDCPS NF°meP LH,
haarAODT hGPD-7 L FANE A28.0e A ALPLCITFD B FAA:

22020+ 42 11/PDCPS 74t aPAL &PC

2974 (9P (L94)

116 &.CM +7

¢DCPS +@hg, ag° (294

¢DCPS +oNg &L 7

ONET[KA41LPT

21914 NG AR, AmPPI® A9°PrE? A0S W1o16% IC TOLLENFAv-x 414% RIHLU? ha2T aohtd
hAF? Chapter 257 én9°C? IDCPS 0 NCET PTG Z00PT OC ALONTA P7LTADT aoHH 097,94 M5*
?DCPS 282077 hG ¢DCPS 21-@Ch 99T T 180 ALLIAVFD- KILTUTFA HL&F v

POAE/AOS, NP (29F)

POAL/AAA &CT ¢y
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